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INTRODUCTION

Becausef the increasingmportanceof theinternationabusinessandcommuni-
cation, it hasbecomenecessaryo forward signeddocumentgo a long distance.
Traditionalmail systemis too slow for the informationsocietyneeds.Radio, TV,
Fax andComputemMNetworks madeit possibleto sendinformationfrom onepoint
to anotherwith the greatespossiblespeed— the speedof light. Of course,the
receved electronicdocumentannotustbeassumedo be authentidoecause:

e electronicdocumentsanbe easilycopiedandmodifiedwithout detection;

¢ unlike hand-writtencharactersgigitally encodedcharacter$iave notthein-
dividuality;

e the signatureof an electronicdocuments not physically connectedo the
contentof thedocument.

Dueto thesedisadwantage®lectronicdocumentsrerarelyconsideredo have ary
legalforce.

Digital signaturdDH76, RSA78,Pfi96] is a cryptographidechniquethaten-
ablesto protectdigital information(representedsa bit-stream)from undesirable
modification. Digital signaturesare widely usedto protectdatain securee-mail
systems.Digital signaturecaneffectively substitutethe hand-writtensignaturein
the electronicervironment.In mary countriesthelaws andregulationshave been
adoptedwhich equalizethe useand functionsof digital signatureto handwritten
signature.However, nonof thesecountrieshave ary experienceof usingdigitally
signeddataasanevidencein thecourt.

The legal useof electronicrecordsis increasinglyimportant. One of the rea-
sonsasit hasbeensaidabore, is thatelectronicdocument&nableo communicate
muchfaster Anotherreasonis thatthe archivesarefull of old paperdocuments
whichhave alegalimportancebut areusedveryrarely Savingthespacen archives
is urgently needed.This helpsto understandvhy the initiative to form the Com-
mitteeof Law of ElectronDocumentsn Estoniabecamdrom thearchvists.

It becameclearthatthe mostimportantsteptowardsthelegal useof electronic
documentss to enablethe legal regulationof digital signatures Beforeissuinga
law on digital signature definite understandingf the technicaldetailsnecessary
to supportthe law is inevitable. Thereby the intensve cooperationof lawyers,
archvistsanddatasecurityspecialistss needed.

Securitytechniquesusedin electronicdocumentdhave beendevelopedkeep-
ing an eye on securemessagingsystems. However, the securemaintenancef
electronicdocumentsvith along lifetime is a bit morecomplicatedask. Numer
ousproblemsin this areawerenot solved yet. Someof thesehave beenregarded
below from theviewpoint of datasecurityspecialists.
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Private Keys

A problemrelatedto the useof digital signaturess the managemenf the private
signaturekeys. If somebodyelse, exceptthe owner, gainsaccesdo the private
key, heor shewill beableto forgetheowner’s signature®n electronicdocuments.
At that point even the value of legitimately signeddocumentscan be calledinto
question.Moreover, if the signerof a particularlyimportantdocumenifor exam-
ple, aloanagreementlaterwishesto repudiatehis or her signaturehe or shecan
dishonestlyreportthe compromiseof his or herprivatekey.

Therefore the verifier of a digitally signeddocumenthouldbe ableto ascer
tainwhenthedocumentvasactuallysigned.Digital time-stampinds a solutionto
this problem.

Time-Stamping

Most of the time-stampingystemsusea trustedthird party called Time-Stamping
Authority (TSA). Thetime-stampis a digital attestatiorof the TSA thataniden-
tified electronicdocumentsubscribedvith a digital signaturehasbeenpresented
to TSA at a certaintime. Time-stampings a setof techniquesenablingone to
ascertainwhetheran electonic documentvascreatedor signedat a certaintime

Therealimportanceof time-stampingoecomeslearwhenthereis a needfor
a legal useof electronicdocumentswith a long lifetime. Without time-stamping
we neithercantrustsigneddocumentsvhenthe cryptographigrimitivesusedfor
signinghave becomeunreliablenor solwe the casesvhenthe signerhimselfrepu-
diatesthe signing,claiming thathe hasaccidentallylost his signaturekey. During
the lastyears,especiallyin the context of legal regulation of usingdigital signa-
tures, the organizationaland legal aspectsof time-stampingitself have become
the subjectof world-wide attention. In additionto definingthe responsibilitiesof
the owner of the signature,dutiesand responsibilitiesof the third party (Time-
StampingAuthority, TSA) mustbe statedaswell. Hence,thereis anincreasing
interestin time-stampingystemsvheretheneedto trustthe TSA is minimized.In
orderto make userdiable only for their own mistales,therehasto be a possibility
to ascertairthe offender

Unlike physicalobjects,digital documentslo not comprisethe sealof time.
Thus, the associatiorof an electronicdocumentuniquelywith a certainmoment
of timeis very complicatedjf notimpossible.Evenby thetheoryof relatwvity, no
absolutetime exists. The bestwe canachieze with time-stampings the relatve
temporalauthenticationRTA) basedon the compleity-theoreticassumptioron
the existenceof collision-resistanhashfunctions. RTA enableghe verifier given
two time-stampediocumentgo verify which of thetwo wascreatedearlier

Sometenyearsagotime-stampingvasconsideredo be an uninterestingarea
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sincethe only known time-stampingmethodemplo/ed completelytrustedthird

party — the Time-StampingAuthority. Whatever the TSA saidthe clientshadto

believe. More peoplebecamdnterestedn this field after the seminalpublication
[HS9Q of Haberand Stornettawhereit wasshavn thatthetrustto the TSA can
be creatlyreducedby usingso calledlinking schemes Several paperamproving

the original schemesvere publishedin early nineties. The suge of papersdried

soon,sinceit seemtthat everythingattainablehasbeenattained. Again, the area
wasconsideredo be uninterestedUntil [BLLV98] waspublished.

Main Contrib utions

Out contritutionsto thefield aremanifold. At first, the paper[BLL V98] by Bul-
das,Laud, Lipmaaand Villemsonwas the first scientific paperever that explic-
itly treatedthe (extremelystrong)securityrequirementsf legally applicableime-
stamping.Startingfrom the cognitionthatabsoluteéemporalauthentications im-
possible,this paperpresentech new setof protocolsthat enablesoneto prove
the relatve temporalauthenticationandto detectand demonstratéhe fraudsby
a trustedthird party (i.e., the proposedime-stampingsystemwas accountabli
A numberof previously proposedime-stampingsystemswas examinedan dis-
carded. It wasalsoshawvn thatthe linear linking schemeof Haberand Stornetta
[HS90, HS91]canbeusedo achieze accountabilitybut theresultingsystemwould
be plainly impractical. A nenv system(basedon “binary linking schemes”was
proposedhatwasaccountabl@ndpractical.

The paperfBL98] by BuldasandLaudformalizedthe “anti-monotonicity”re-
guirementhatthesebinarylinking scheme$adto satisfyanddefineda new anti-
monotonebinarylinking schemdshortly AM scheme)wherethe certificatesizes
weretightly optimalin theclassof AM schemes.

Further thepaperBLS99] of Buldas,LipmaaandSchoenmagrsshavedthat
theanti-monotonicityrequirements unnecessarfor accountability A new family
of graphs(“threadedauthenticatiortrees”)wasproposedandit was proven that
thisfamily is tightly optimal(in certificatesize)in theclassof all agyclic digraphs.
In fact, the term “accountabldime-stamping'wasthe first time proposedy this
paper This paperalsospecifiedthe securityrequirementshy explicitly listing the
securitypreconditionsunderwhich the accountabilitycan be achieved. For first
time ever, alsothe publicationprotocol betweenthe time-stampingauthorityand
the publishingauthoritywasdiscussedlt wasshowvn thatthe publishingprocess
doesnot have to be blindly trusted.Indeed.,it is possibleto establishwhich party
is guilty in wrong publications(the publicationprotocolis not discussedn this
thesishowever).

Apartfrom theintra-roundoptimizationsthepapei{BLL V98] alsodefinedac-
cumulatedime-stampingwherethe cumulatie roundstampsare connectedvith
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eachotherin a similar mannerasthe stampsof oneround. Suchtwo-layeredap-
proachenablesefficient verification of the one-way dependenc betweenstamps
issuedn differentroundsevenwhenthe TSA doesnothave acopy of stampgrom
intermediaterounds. Hence,the storagerequirementdo the TSA decreaselras-
ticly. A manuscripfLip99] of the authorof this thesisformalizesandsimplifies
accumulatedime-stamping.

Briefly, our objective wasto elaboratea secureandefficienttime-stampingys-
tem. This objective wasobtained.Moreover, nen systemis tightly optimalunder
somereasonablassumptionsWe would like to stresshatthe optimal efficiency
is a hardthing to attain. While our systemsare optimalin spacecompleity, they
may not be optimalin time compleity. Optimality in time would alsodependon
usageof fastcryptographigrimitives,andfastimplementation®f these.Nobody
knows whatis the lower boundof the time compleity of collision-resistanhash
functions. Moreover, asit wasexemplifiedin [Lip98], rapidity of cryptographic
primitivesintrinsicly depend®nthe hardwareusedandon the programmingskills
of theimplementer

Outline of Thesis

In Sect.1 we give abrief shortsurwey of thecryptographigrerequisitesin Sect.2
the time-stampingsolutionsproposedio dateare analyzed. Sect.3 clarifies the
securityobjectvesof time-stampingoy giving essentiatequirementso the time-
stampingsystems.In Sect.4 the protocolsof the new time-stampingsystemare
describedusingthelinear linking scheme.In Sect.5 anti-monotoneschemesre
introducedanda schemewith logarithmicverifying time is presentedFinally, in
Sect.6, optimalschemesreinvestigated A newvw schemehatis tightly optimalin
thegeneralkaseis proposed.

12



1 PREREQUISITES

1.1 Collision-ResistantHash Functions

Definition 1 (Collision-resistanthashfunction) A collision-resistanthashfunc-
tion ((MOV96, Sect.9.2]) is afunctionH which hasthe propertiesof

e compession— H mapsaninputx of arbitraryfinite bit-length,to anoutput
H (x) of fixedbit-lengthy;

e easeof computation— givenH andaninputx, H(x) is easyto compute;

e preimaye resistance— for essentiallyall pre-specifiecbutputs,it is com-
putationallyinfeasibleto find ary input which hashedo that output, i.e.,
to find ary preimagex suchthatH(X') =y whengivenary y for which a
correspondingnputis notknown;

e second-peimage resistance— it is computationallyinfeasibleto find any
secondnput which hasthe sameoutputasary specifiedinput, i.e, givenx,
to find a2nd-preimaged’ # x suchthatH (x) = H(x), and

e collisionresistance— it iscomputationallynfeasibleto find ary two distinct
inputsx, X whichhashto thesameoutput,i.e.,suchthatH (x) = H(X). (Note
thatherethereis free choiceof bothinputs.)

While the existenceof collision-resistanhashfunctions (CRHF) is still an im-
portantopenproblem,thereexists a plethoraof fastcandidatehashfunctions,in-
cluding SHA-1 [NIS94] and RIPEMD-160[DBP96]. For a recentovervien of
theliteratureaboutthe connectiondetweercollision-resistanhashfunctionsand
othercryptographigrimitives,we directreadergo [Sim9§).

1.2 Digital Signatures

Anothercryptographigrimitive we usearethedigital signatues[DH76, RSA78].

In whatfollows, let sigy,(M) be A’s signatureon the messagéM. Sincethetime-

stampingprotocolsrequirethe principalsto signarbitrarydata,the usedsignature
schemeshouldbe secureagainstadaptve chosemmessageattack[ GMR88]. The

mostefficient andsecuresignaturescheme$CS98,GHR99 known atthe current
momentbaseon therecentlyproposedstiong RSAAssumptioiBP97].
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1.3 Authentication Graphs

LetG= (V, E) beadirectedagyclic graph(DAG), whichwe assuméo betopologi-
cally sorted(i.e.,for eachedge(v,w) € E wehavev < w), whereV ={1,... ,n(G) =
|V|}. Furthermorewe assumehatvertex |V| is the uniquesink of G, which we
sometimesall theroot of G. The setof sourceof G is denotedby $(G). We say
that G is simply connectedf thereis a directedpath betweenary two verticesv
andw with v < w (or equialently if (v,v+ 1) € E, for all v excepttheroot).

As a generalnotation, let Ly := (Lp,,...,Ln), whereny,...,n, arethe ele-
mentsof N in strictly increasingorder Recallthath denotesa CRHFE As a gen-
eralizationof Merkle’s authenticatiorirees[Mer80], we introduceauthentication
graphsG aslabeledDAGswith the labelsassignedn the following manner Each
sourcev of G is labeledby alabelL, = Hy, whereH, is a given string specificto
sourcev. Thelabelof anon-sourcevertex vis computedasa functionof thelabels
of its properancestorsLy = h(Lg-1y)).

We saythatv € V is computabldromW CV if either

l.veWor
2. E71(v) # 0 andall w € E~}(v) arecomputabldrom W.

We saythatWy CV is computabldromW, CV if all v e W; arecomputabldrom
Ws. For ary path? C V(G) \ 5(G), we saythatthe setAPg(?) := E~1(?)\ P
is the authenticatorof ?. Clearly ? is computablefrom APg(?). A vertex v
computabldrom 2 is consistentith v if thesubgraptof G inducedby PU{v} isa
subgraplhof someauthenticatiomgraph(i.e.,if therearenointernalinconsistencies
in calculationtheL,’s of thejoint graph).

L1s =H(L13,L14)

=H(L11,L12)

Lg:H(L L11=H(L ,LG) Li2 H(L7,L8)

Li=H1 Ly=Hp Lg=Hz Ls=Hs Ls=Hs Le=He Ly=H; Lg—Hg

Figurel: Merkle’s authenticationreeVs.
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Let d(v,w) denotethe distancefrom vertex v to vertex w, thatis, length of the
shortestpathfrom v to w, andlet dy (G) = max.ev (d(1,v) +d(v,|V])). We say
thatG is densef dy(G) = (log|V[)°).

1.4 Merkle's Authentication Tree

As anexample let uslook atthe Merkle's authenticatiortreeVy = (V, E) [Mer80]
with 29 sourceq\V; is representetby Figure1). Trivially, Vy is an authentication
graph.Vjy is not simply connectedbut it is densg(dy (Va) = d = log(n(Vy) + 1)).
Let 7 = (3,10,13/15) beapathin V3. Correspondin@uthenticators AP, (?) =
(9,4,14).
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2 EXISTING TIME-STAMPING SYSTEMS

2.1 Simple Solutions

Let us at first describea “naive” solution, “digital safety-deposibox” [HS91,
Sect.3]. Wheneer a client hasa documento be time-stampedhe or shetrans-
mits the documento a time-stampingauthority (TSA). The authorityrecordsthe
dateandtime the documentwasreceived andretainsa copy of the documentfor
safe-lkeeping. If the integrity of the client’s documentis ever challengedijt can
be comparedo the copy storedby the TSA. If they areidentical,thisis evidence
thatthe documenthasnot beentamperedvith afterthe datecontainedn the TSA
records. This proceduredoesin fact meetthe centralrequirementdor the time-
stampingof a digital documentHowever, this approachraisessereralconcerns:

Privacy This methodcompromiseshe privacy of the documentn two ways: a
third party could eavesdropwhile the documentis being transmitted,and
aftertransmissiorit is availableindefinitelyto the TSAitself. Thustheclient
hasto worry notonly aboutthesecurityof documentst keepsunderits direct
control,but alsoaboutthe securityof its documentatthe TSA.

Bandwidth and storage Both the amountsof time requiredto senda document
for time-stampingandthe amountof storagerequiredatthe TSA depencbn
thelengthof the documento be time-stampedThusthe time andexpense
requiredto time-stampa large documenimight be prohibitive.

Incompetence The TSA copy of thedocumentouldbecorruptedn transmission
tothe TSA, it couldbeincorrectlytime-stampedvhenit arrivesatthe TSA,
or it could becomecorruptedor lost altogethemat ary time while it is stored
atthe TSA. Any of theseoccurrencesvould invalidatethe client’s time-
stampingclaim.

Trust Thefundamentaproblemremains:nothingin thisschemereventsthe TSA
from colludingwith a clientin orderto claim to have time-stamped docu-
mentfor a dateandtime differentfrom theactualone.

Thenext simpletime-stampingprotocol,discussedby HaberandStornettd HS91,
Sect.4], addressethefirst threeconcerndisted above. Thefinal issue trust, will
be handledin the subsequensections. By this protocol, the TSA appendshe
currenttime t to the submitteddocumentX, signsthe compositedocument(t, X)
andreturnsthe two valuest ands = sigrga(t, X) to the client. The weaknesses
of this schemeare the unreliability of old time-stampsafter a possibleleakage
of the signaturekey of the TSA andthe impossibility of verifying whethers was
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issuedactuallyattimet statedin the time-stampjmplying thatthe TSAhasto be
unconditionallytrusted Becauseof thesedravbacksit hasbeenwidely accepted
that a securetime-stampingsystemcannotrely solely on keys or on ary other
secretinformation. Two recentoverviews of the existing time-stampingsolutions
are[MQ97] and[Jus98&

2.2 Linear Linking Schemeg(LLS)

In orderto diminish the needfor trust, the usersmay demandthat the TSA links

all time-stampdgogethelinto a chainusinga collision-resistanhashfunctionH as
wasproposedn [HS91,Sect.5.1,variantl] (Figure2). In this casethetime-stamp
for the n-th submitteddocument,, is

S= Sig]—SA(n,tn, IDn, Hn, Ln) ’

wheret, is the currenttime, ID,, is the identifier of the submitterand L, is the
linking informationdefinedby therecursve equation

Ln = (tn_]_, IDn—]_, HI’]—17 H (Ln_l)) .

Figure2: Linear linking schemewith 9 elements.

Thereareseveral complicationswith the practicalimplementatiorof this scheme.
Mostimportantcomplicationis thatthe numberof stepsneededo verify the one-

way relationshipbetweertiwo stampss linearwith respecto thenumberof stamps
betweerthem.Hence asingleverificationmaybe ascostlyasit wasto createthe

whole chain. This solution hasimpracticaltrust and broadcastequirementsas

it waspointedout alreadyin [BdM91]. A modificationwas proposedn [HS91,

Sect.5.1, variant2] (Figure3) whereevery time-stampis linked with k > 1 time-

stampgdirectly precedingt. This variationdecreasethe requirementgor broad-
castby increasinghe spaceneededo storeindividual stamps.

2.3 Tree-Like Schemes

Two similar schemedasedon Merkle’s authneticatiortrees[Mer80] have been
proposedBdM91, BHS92]. In the HaberStornettaschemdBHS92, HS97], the
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Ly L, L3 L4 Ls Ls L7 Ls

Figure 3: A modificationof linear linking scheme ,where every time-stampis
linkedwith 2 time-stampdglirectly precedingt.

time-stampingorocedurds dividedinto rounds Thetime-stampR; for roundr is
a cumulatve hashof thetime-stampR,_1 for roundr — 1 andof all thedocuments
submittedto the TSA duringtheroundr. After theendof ther-th roundabinary
treeT; is built.

Every participantP, who wantsto time-stampat leastone documentin this
round, submitsto the TSA a hashy;; which is a hashof R,_; andof all the doc-
umentshe wantsto time-stampin this round. The sourcesof T, arelabeledby
differenty;;. Eachinnernodek of T, is recursvely labeledby Hy := H (Hy , Hk,)
[HS97], wherek_ andkg arecorrespondinglythe left andtheright properances-
tor of k, andH is a collision-resistanhashfunction. The TSA hasto storeonly
thetime-stampsR; for rounds(Figure4). All theremaininginformation,required
to verify whethera certaindocumentwastime-stampediuring a fixed round, is
includedinto theindividual time-stampof thedocument.

Figure4: An exampleof the time-stampfor roundr by the schemegpresentedn
[BdM9I1].

For example, the individual time-stampfor y; 3 is [r; (Yr4,L),(Hs,R)]. The veri-
fying procedureof the time-stampof y; 3 consistsof verifying the equality R, =
H(H(Ha,H(Yr3,¥r4)),R—1). Here,thesizeof a singletime-stampis logarithmic
with respecto the numberof participantssubmittingtheir documentgo the TSA
for thecurrentround.
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The HaberStornettatree schemegBHS92, HS97] (Figure 5) differs slightly
from theBenaloh—deMareschemdBdM91]. Here,thetime-stampR, for then-th
roundis linked directly to R,_1, enablingthe verifier to checkone-way dependen-
cies betweenR, without examining the individual time-stampsof the submitted
documents.This is impossiblein the Benaloh—deéMare scheme.However, in the
HaberStornettsschemeheindividual time-stampsn then-th roundarenotlinked
to thetime-stampR,—1 for previousround.

yr,4

Figure5: An exampleof the time-stampfor roundr by the schemegpresentedn
[BHS92].

Theseschemesrefeasiblebut provide the RTA for the documentsssuedduring
the sameround only if we unconditionallytrust the TSA to maintainthe order
of time-stampsn T,. Therefore,this methodeitherincreaseshe needfor trust
or otherwiselimits the maximumtemporaldurationof roundsto the insignificant
unitsof time. However, if thenumberof submitteddocumentsiuringaroundis too

small,theexpense®f time-stamping singledocumenmaybecomaunreasonably
large (Sect.3.5.4).
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3 SECURITY OBJECTIVES

In thefollowing we give a definition of time-stampingystemsapplicablein legal
situations.Laterwe will justify our approacrandcomparet to olderones.

A time-stampingsystentonsistsof a setof principalswith the time-stamping
authority (TSA togethemwith atriple (S,V,A) of protocols.Thestampingprotocol
S allows eachparticipantto posta messageThe verificationalgorithmV is used
by a principalhaving two stampgo verify thetemporalorderbetweernthosetime-
stamps. The audit protocol A is usedby a principal to verify whetherthe TSA
carriesout hisduties.Additionally, no principal(in particular TSA) shouldbeable
to producefake time-stampswithout beingcaught(this notionwill be formalized
in Sect.3.3).

A time-stampingystemhasto beableto handletime-stampsvhich areanory-
mousanddo notrevealary informationaboutthecontentof thestampediata. The
TSA s notrequiredto identify theinitiatorsof time-stampingequestsOur notion
of time-stampingsystemdiffers from the onegivenin, e.g.,[BdM91] by several
importantaspectsBelov we motivatethe differences.

3.1 Relative Temporal Authentication

Themainsecurityobjectve of time-stampings tempoal authenticationa phrase
coinedprobablyby Michael Just,[Jus98f) — ability to prove thata certaindoc-

umenthasbeencreatedat a certainmomentof time. Although the creationof a

digital dataitem is an obserable eventin the physicalworld, the momentof its

creationcannotbe ascertainedby observingthe dataitself (morewer, evenby the

theory of relatvity, no suchthing asthe absolutetime exists). The bestone can
dois to checktherelatve temporalorderbetweersomeauxiliary data(i.e., prove

the relativetempoal authentication RTA) using one-way dependenciedefining
thearrow of time, analogougo theway in whichthe growth of entrofy defineshe

arrov of timein the physicalworld [Haw88, Chap.9].

All (but the mostsimplest)time-stampingsystemghatwe describeusesome
authenticatiorgraphG huilt in a black-boxmannemupona collision-resistanbne-
way hashfunctionH. In suchcasesnesaysthatn is one-waydependenof m if
thereis a G-pathfrom mto n. Theintuition behindthis is the following “rough”
derivationrule:

If H(X) andX areknown to aprincipal Aatamoment, thensomeone
(possiblyA himself)usedX to computeH (X) atamomentprior to t.

All proposedtiime-stampingsystemsnale senseonly underthe hypothesif the
existenceof collision freeone-wayhashfunctions.
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Verticesof G arealsosometimegeferredaslinking items In the context of
time-stampingH,, (referredto alsoasdataitemg denoteshe (hashof the) n-th
time-stampediocument Thetime certificateCeri(n) of H,, is equalto (n,Ly), for
someN C {1,...,n(G)} (exactdefinitionwill dependon the graphG andwill be
givenlater). To achiere RTA it is necessarjor someL,y in Cert(n) to be one-vay
dependenof someelement.y in Certm), wheneerm < n.

Notethata one-way relationshipbetweerlL,, andL, doesnot prove thatin the
momentof creatingH, the bit-stringHp, did not exist. All we know is thatH,, did
exist atthe momentof creatinglL .

3.2 Discussion:Absolute Time

Thestampof H,, doesnotcontainary absolutdimet, whereast couldnotbetaken

for grantecthatthevaluet, indeedrepresentghe submissiortime of H,,. Theonly

way for aprincipalto associata stampwith acertainmomentof timeis to stampa

nonceatthis moment.By anoncewe meanasuficiently long (say k-bit, k > 160)

randombit-string, suchthat the probability it hasbeenalreadytime-stampeds

negligible (easilyachievedif the bit-string is generatedisinga cryptographically
strongpseudo-randomumbergenerator).

In orderto verify the absolutecreatingtime of a documentime-stampedy
anotherprincipal,the verifier hasto comparehetime-stampwith the time-stamps
of noncegyeneratedby theverifier herself.In this solutionthereareneithersupple-
mentarydutiesto the TSA norto theotherprincipals. Theuseof noncesdllustrates
thesimilarity betweertime-stampingandordinaryauthenticatiorprotocolswhere
noncesareusedto preventthe possiblereuseof old messagefom previouscom-
munications(a readerinterestedmore in authenticatiomprotocols,is directedto,
e.g.,[BR93])).

By usingrelative temporalauthenticatiorit is possibleto determinenot only
the submittingtime of the signaturebut alsothe time of signing the document.
Beforesigninga documentX the principal A generatest nonceR and stampsit.
He thenincludesthe stampL(R) of R to the document(Figure 6), signsit and
obtainsthe stampL (X) of the signatureX’ = siga(L(R), X). Fromthe view-point
of the TSA thesetwo stampingeventsareidentical(he neednot be avarewhether
heis stampinga nonceor meaningfuldata). For the verificationof the document
X, the verifier hasto compareboth thesetampswith the stampstrustedby her.
As thereareone-vay dependenciebetweerL (R), X’ andL(X'), the verifier may
concludethatthe signaturewascreatedn thetime-framebetweerthe momentsof
issuancef L(R) andof L(X') respectiely. If thesemomentsarecloseenoughthe
signingtime canbe ascertaineavith necessaryrecision.
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A TSA

R« {0,1} R
L(R)

X' H(sigy(X,L(R))) X!
L(X')

Figure6: Double-stampin@ signature.

3.3 Accountable Time-Stamping

A time-stampingsystemmust have propertiesenablingusersto verify whether
an arbitrary time certificateis corrector not. (As we alreadynoted, possession
of two documentswith correspondingdime certificatess not enoughto prove the
RTA betweenthe documentdecauseveryoneis ableto producefake chainsof
stamps.)

A time-stampingystemshouldallow

1. To determinewhetherthe time certificategpossessetly anindividual have
beentamperedvith; and

2. In thecaseof tamperingto determinavhetherthecertificatesveretampered
by the TSA or tamperedaftertheissuing(generallyby unknavn means).

In thesecondtasethereis no-oneto bring anactionagainst.

As a generalprinciple, the principalsinterestedn legal useof stampsshould
themselesverify their correctnesgmmediatelyaftertheissuing(usingsignatures
andothertechniquegsliscussedater) becauséf thesignatureof the TSA becomes
unreliable the signedtime-stampsannotbe usedasanevidence.

In orderto increasehetrustworthinessof thetime-stampingservicest should
be possiblefor the clientsto periodicallyinspectthe TSA. Also, in the casewhen
the TSAis notguilty heshouldhave amechanismo prove hisinnocencei.e., that
hehasnotissueda certaintime-stampduringa certainround.

Additionally, the TSA mustpublishregularly, in anauthenticatednanneythe
time-stampdor rounds[BdM91] in massmedia. If the time-stampingprotocol
includes(by usingcollision-resistanbne-way hashfunctions)

1. the messageligestof ary time-stampssuedduring the r-th roundinto the
time-stamgor r-th round,and
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2. the messageligestof the time-stampfor roundr — 1 into ary time-stamp
issuedduringther-th round,

it will beintractablefor aryoneto undetectablyorge a time-stamp.The forgery
detectionprocedureshouldbe simple. Forgeriesshouldbe determinablesither
during the stampingprotocol (whenthe time-stamp,signedby the TSA, fails to
be correct)or laterwhenit is unableto establisithe temporalorderbetweentwo
otherwisecorrecttime-stampgseeSect.4 for details).

Definition 2 A time-stampingsystemis accountableif (on somereasonablee-
curity assumptionsit makesthe trustedthird partiesaccountabldor their actions
by enablinga principalto detectandlaterprove to thejudgeary frauds.Moreover,

if a party hashonestlyfollowed the protocolbut will still be accusedn forgeries,
shecanexplicitly disprove ary falseaccusations.

3.4 Security Preconditions

In the currentsubsectiorwe postulatesomesecurityassumptionsit canbeshovn
thatthelater proposedime-stampingsystemsareaccountabléf the following —
usuallytacitly assumedn the cryptocontext — conditionshold:

Liveliness. The TSA responddgo theclientsinstantaneously.e., no Denial of Ser
viceattacks)."Denial of Service”attacksareextremelypowerful againsthetime-
stampingsystemgindeed thewhole concepif a TSI would becomemeaningless
if DoS attacksagainstit wereeasyto emplgy) andshouldthereforebe considered
very seriously

Competence of honest parties. The party willing to prove misbehaiour of other
partiesis honestandcompetentin particular sheshouldverify the signaturesand
notaccepif theverificationfails.

Key secrecy. The signing keys of TSA do not compromiseuntil the end of the
next round. Otherwise,the owner of the leaked key holdsfull responsibilityfor
ary damageresultingfrom the key compromise.lIt is reasonabléo assumehat
the TSA is competento keephis keys uncompromisediuringa shorttime-frame.
Timely reportingof thekey compromisalecreasetheinfluenceof thekey leakage
to oneround.

Validity of cryptographic assumptions. Noneof the usedcryptographicprimitives
(hashfunction, signaturescheme)s brokenduringaround. Notethatkey secreg
impliesin generalbut not always)thatthe usedsignatureschemas secure.
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3.5 Feasibility Requirements
3.5.1 Connectity

Sect.4 shavs how to modify thelinearlinking schemgHS91,Sect.5.1]to achiere
accountability On the otherhand,onecertificateverificationtakesasmuchtime
aswasdoneby the TSA stampingall the documents As noted,e.g.,in [Jus98,
it is easyto forge stampswhenwe canassumehat the verifier haslimited com-
putationalpower. Hence,the numberof stampsperroundis limited by the com-
putationalpower of the wealestpotentialverifier. This leadsusto the questionof
feasibility.

3.5.2 Graph Density

Thetime wastedin verificationis of orderdy (G). If dx(G) = n(G), the number
of stampdssuedis very muchrestrictedby the desireto have lightning fastverifi-

cationprocedureBut a time-stampingserviceis assumedo work for agesandto

issuemillions billions of time-stampsClearly in this caseverificationis feasible
only if the authenticatiorgraphG is densej.e., if dx(G) = (logn(G))°®. The
lessthe valuedy (G), the biggeris the gapbetweerthe work doneby issuingthe
stampsandby a singleverification. Oneof the mostimportantresultsof our work
is thatwe founda tight lower boundfor thevalueof dy (G).

3.5.3 Connectity

Tree-like schemes [BdM91, BHS92]weremotivatedby the desireto compresshe

datasubmittedo the TSA duringshorttimeintervalsreferredto asrounds Thedu-

rationof roundswasassumedo be smallenoughto think aboutthetime-stamping
requestsubmittedduring the sameroundassimultaneousUnfortunately bound-
ing theroundlengthsreduceghe compressiorffect A simpleenlaging of rounds
is insecurebecausef the reomering attadk wherethe TSA rearrangeshe time-

stampingrequestsubmittedduringtheround.

Reordering attack. Let Alice requesta stampfor herdocumeniX. Bob hasbribed

the TSA to delaystampingof any Alice’s documentsHence, TSA assignsa con-

venientlylarge numberm to Alice’s stamp,marksm as“issued” andcontinueshy

assigningheintermediatenumbergo thenext documentsAlice canneitherdetect
reorderingattacksnor prove their existenceto third parties.

In caseof asimply connectedyraph,a demonstratedne-way dependenpathbe-

tweentwo stampscanclearly be interpretedas a proof. On the otherhand,if a

graphis not simply connecteda possiblefuture verifier of a temporalorderis

forcedto rely onlinking corventionssuchas*“previously issuedstampdocateleft
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in the tree,comparedo the laterissuedstamps”. Although the useof suchcon-
ventionswill probablyalmostalwayssuficein practice,t still introducesacertain
degreeof loosenesto the system.We cancertainlyimaginea situation,whenit
is advantageouso all of the principalsto follow the protocolfor a certaintime, but
laterto changethe practiceandpretendthatat this time in the past,left wasright
andright wasleft. Evenif suchattacksmay seemto be exaggeratedye should
still worry aboutthem.

Our questis to elaboratea practical “real world” time-stampingservicere-
lying only on somesimple, easily understoodsecurity preconditions,so that no
matterhowthe clientsusethe time-stampsn higherlevel protocols,the security
objectives of theseprotocolswill not be refutedif an “ideal world” trustedTSS
is replacedwith the “real world” untrustedTSS. Suchapproachof simulatingan
ideal world objectwith a real world objectis commonin moderncryptography
The currentthesisis more concernedwith efficiengy thanwith security but we
stressthat reorderingattackis one of the possibleforgeriesthe TSA canaccom-
plish andthus,simply connectedauthenticatiorgraphis a necessaryprecondition
for accountability

3.5.4 Accumulated Time-Stamping

In orderto make relative temporalauthenticatiorieasiblein the casewhenstamps
belongto differentrounds,it is reasonabléo definean additionallayer of links
betweerthetime-stampdor rounds.We doiit by defininggraphcompositionG; o
Gy. Informally, G, is the authenticatiorgraphusedinsidethe rounds.G; is used
asthis secondayer Both G; andG, shouldbe sufficiently largefinite graphg(say
of 232... 280 vertices).

Definition 3 Let G; = (V1,E;) and G, = (V,, E,) be two authenticatiorgraphs.
Graph compositionG; o G, = (V,E) (Figure7) is a graphproducedirom Gy by
replacingevery sourcer of Gy with acopy G, of G, (moreprecisely by identifying
thesink of G}, with r), andby identifying thesink of G}, with thefirst vertex (which
is, by definition, a source)of Gr2+1. Trivially, G1 0 Gy is anagyclic digraphwith

sink, andthus, correctly labeled,also an authenticatiorgraph. With G; and G,

fixed, we define§(r) to be the numberof the rth sourceof G; in Gy 0 G, (we
assumehatif ry <ry theng(ry) < &(r2)). Let 5,(G10 Gy) bethe setof vertices
me V(G10Gy) suchthat(m,&(r)) € E* for somer (i.e., thesetof verticesn € G,

for somer). Therth copy G}, of G, is alsocalledrth round(of G1 0 Gy). Thevalues
Ly = Ly arealsoreferredto asthe stampsgor rounds

If (the subgraphsnducedby) G;\ $(G;) andG;\ $(G,) are simply connected,
thensois (the subgraphnducedby) (G; 0 G;) \ §(G1 0 Gp). ThusG; 0 G, could
beusedin a systemachiering RTA. Notethatthe stampsequestedrom the TSA
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Figure7: GraphcompositionG; o G,. Here,s= |5(G1)|.

during the verification algorithm should belongto the setof stampsfor rounds
becaus@nly thesestampsareavailablein the TSA (seeSect.4.2 for more).

An obviousgeneralizatiorof the construciG; o G, is to allow the copiesof G,
differ. Namely let the generlized graph compositionGo [G; ... Gs| bethegraph
constructedrom G by replacingtherth sourcewith acopy of G;. Everythingelse
is definedasin Def. 3.

Definition 4 Let G beanauthenticatiorgraphandlet§ : V(G) — V(G). (G,) is
anaccumulatedyraphwith rankm, if

1. 1f &(r) < n<&(r+1) thenE~(n) C [&(r),&(r + )] UE(N);
2. &(r+1)—&(r) >m.

We saythat G is an accumulatedgraph if for arbitrary positve m there exists
& :V(G) — V(G), suchthatthe (G, §)-schemeas anaccumulatedyraphwith rank
m.

If the underlyingauthenticatiorgraphis accumulatedthe durationof the rounds
canbeflexibly enlagedin orderto guarante¢hatonly asmallfractionof thetime-
stampsare kept in the memory of the time-stampingsener. A way to achiee
accumulatedime-stampingvas proposedn [BLLV98]. A muchsimplerway to
achieve theflexibility in choosingheroundlengthsis to usethegeneralizedyraph
compositionGo [G; ... Gs|, whererth round G, is itself a memberof recursvely
constructedgraphfamily, sothatG, canbe extendedor “cut” if necessarySome
examplesof accumulatedgchemesvill begivenlater

3.6 Necessityof Rounds

Thereare several, partially controversial, reasonsvhy roundsareintroducedinto
time-stamping.Most of the reasonsare explainedelsavherein this thesis. Here
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we just give a concentratedist of someof the reasonavhy it is necessaryo have
1) roundsatall and?2) flexibility in choosingtheroundlengths.

Storage A time-stampingauthoritywill notandshouldnotbeableto storeall the
time-stampsssuedduringits functioning(cf Sect.3.3).

Havoc limitation In thesystemslescribedn thenext sectionstime-stampingu-
thority’s secretkey is requiredto stay secureonly in durationof one-two
rounds. Key compromisewill influenceonly the trustworthinessof stamps
issuedduringasingleround(cf Sect.3.4). Thesames truein thecasef the
underlyingcryptographigrimitivesaresuddenlybroken.

Accountability Accountabilityis impossibleif the verifier (say the judge)does
not possessin authenticatedommonsuccessoof the two disputedstamps
(thisis dueto the simplicity of building “parallelworlds” of one-way depen-
dencies).

Connectionwith absolutetime As it wasstressedn Sect.3.1, relative temporal
authenticationis what we can expectfrom the time-stamping. Theresitill
shouldbe a connectionwith realtime, at somepoint. For example,in court
in somecasenewouldliketo referto a particulardate. Thenit helpsif the
absolutestartingtime of eachroundis publicly verifiable.
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4 ACCUMULATED LINEAR LINKING SCHEME

For pedagogicaleasonsywe outlinetheprotocolsandthebasicorganizationaprin-

ciplesof our systemusingthe linear linking schemeof Sect.2.2, uponwhich an

accumulatedinking schemas built, correspondingo theideologyof Sect.3.5.4.

We will describethe operationof TSA, andalsothe protocols.Describedscheme
fulfills all thetrustrequirement$ut is impractical.In the next sectionsgefficiency

of the describedschemads significantlyimproved by replacingthe linear scheme
with a binarylinking scheme . Thefinal schemepresentedn Sect.6.2 hastightly

(i.e.,notonly asymptotically)optimal stamplengths.

4.1 Description of the Authentication Graph

LetthenumberM of time-stampgerroundbeaconstanknown to theparticipants
(clients). TheroundgraphGs; is equalto the linear linking schemeA\y with M
sources. The secondlayer graphG; is equalto the linear linking schemewith,
sayN = 280, sourcegqFigure8). Thus,this schemebaseson graph/Ay o Ay. The
time-stamgor ther-th roundhasnumberg(r) = M -r. Let all thedataitemsH, be
of fixedsizeof k bits (i.e., thedocumentarehashed).

Ls Lo Li3 Li7

Hy Ha Hs Hy Hs H7 Hs Hio Hi1i Hiz His  His  Hge

Figure8: A two-layeredinearlinking “toy” scheme\so Ag.

Remark 1 In reallife, theunderlyingschemewouldbe
/\N o) [/\M1 .. '/\Ms] .

Due to the constructionof linear sdhemesthe TSAcan choosethe roundlength
at anytime Thus,the TSAhasveryflexible choiceof roundlengths.Whilethisis
veryimportantin practice wewill notstressthis pointfor the next schemes.

All our subsequentonstructionswill usethe next definition (resp.to the corre-
spondingunderlyinggraph).
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Definition 5 (Headand tail) Let G = G; o G, bethe underlyinggraphof anac-
cumulatedtime-stampingsystem. For ary m € [(r — 1) + 1,&(r)], let Hy =
(&(r—1),my,...,m) (respZm := (M my,...,&(r))) be the unique shortestpath
from &(r — 1) to m (respfrom mto &(r)). Let #. = (my,...,m) and 7}, =
(mg,...,&(r)). Letheadm) := APg,(#y,), tail(m) := APg, (7). Let

Certm) := (m, I_—‘heaoim)a [tail(m))

bethetimecertificateof Hy,. Forary mandn, m< n, let B, betheuniqueshortest
path betweenm andn. Let body(m,n) := APg(Bnn). The functionshead(-),
tail,(-) andbody, (-, -) arenaturalextensionsf thosefunctionsto thewholegraph
G10Go.

If G= AN o/Aym andmandn belongto thesameround,then
Ehean{n) = (LE(r—l)a HE(r—1)+1a' -+, Hn-1, Hn) s

Liai(m) = (Hme1, Hme, -, Hg -1, Le(ry)

and
_I:body(m,n) = (Lma Hmi1,--. ,Hno1, Hn) :
Clearly Lyogymn) is computablerom Lijim U Lheagn) and

(Etail(m)aLr(m)-f—la--- aLr(n)—latheaQH))a r(m) < r(n),
Lbody(m,n)a r(m) =r(n).

Ebodyo(m,n) = { (1)

4.2 Roleof the TSA
Thetime-stampingauthority(TSA) maintainsthefollowing databasef~igure9):

1. thedatabaseD, of the stampsof the currentround.
2. thedatabase&Dy, of the stampsof the previousround.
3. thedatabaseD; of thestampdor rounds.

4. thecompletedatabaseDy of stamps.

The threefirst databaseare consideredo be on-line in the sensethat ary client
canmake requestsnto thematany moment.Thefourth databasés alsostoredbut
not on-line (it may be storedinto an archve of CD-s). Requestdo this database
arepossible but costly (e.g.,requiringhumaninteraction). After the endof each
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On-line Off-line

Figure9: Databasekeptby aTSA.

round,thestampsin D, arestoredto a separatéCD (this processnaybe audited).
Thereafter?, is emptied.The stampR; for the currentroundis computedadded
to 2 andpublishedn anevspaperThe database&). is copiedinto D, anda new
databasé. is created.

Most of the time-stampingschemegproposedo datearevulnerablein sense
thatif the databaseD,; ceasego exist, oneis no moreableto performrelative
temporalauthenticationEvenif thestampsof roundsareregularly (sayweekly as
in the Digital Notary [Sur99 system)publishedin a nevspaperdestructionof the
databassignificantlyreducegheaccurag — from (say)onesecondo oneweek.
Whatwe really expectfrom thetime certificateds that:

e if mandn are“close” enoughin time (lie in thesameround),their one-vay
relationshipcanbe establishedisingCertm) andCert(n);

e if mandn arenot“close” enoughin time (lie in differentrounds) their one-
way relationshipcan be establishedusing Cer{m), Certn) and datapub-
lishedin the newspaper

Theserequirementsare satisfiedif Ay o Ay is usedasthe underlyingauthentica-
tion graph(cf Eq. (1)). Securityof accumulatedchemesioesnot dependon the
integrity of thedatabaseDy).

4.3 Stamping Protocol

The stampingprotocol S consistsof two parts,the stampissuingprotocol which
is executedwhen a client asksfor a stamp,and the stampcompletionprotocol
which is executedlater, after the endof the round. The Protocol4.1 is a slight
modificationof the protocol[BLLV98, Sect.4.2] dueto [BLS99], thatminimizes
thecommunicatiorcompleity of the stampissuing.
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Protocol 4.1 Stampissuing protocol with linear linking scheme. Here, r is the
currentroundnumber

1. ClientsendsH,, to the TSA.

2. TheTSAfindsLy = H(Hp, Ln—1), andaddsthepair (H,, L) to Dk.

3. TheTSA sendgheclientthemessagén, Ly, Sigrsa(n, Ln)).

4. Theclientverifiesthe signatureof TSA.

After theM requesthave beenansweredihe TSA finishestheroundby calculating
theroundstampZ; andpublishing Z. andhis public verificationkey VK tga in the
newspaper The clientmay now continue,duringa limited period,with the stamp
completionprotocol (representetdy Figure4.2)in orderto getthetime certificate
for H,.

Protocol 4.2 Stampcompletionprotocolwith linearlinking scheme.
1. Theclientsendsarequesto the TSA.

2. TheTSA answersdy sending(Cert(n), sigrsa(Cert(n))) to theclient.

3. Theclientcheckswhetherheadn) is consistentvith L, andwhethertail(n)
is consistentith L. Authenticatedralue £ () canbe found eitherfrom
thenawvspapeor by requestingor their valuesfrom theon-linedatabase),
of the TSA.

We stresghateveryclientwhois interestedn thelegaluseof sometime certificate,
shouldvalidateit duringthesetwo protocols.In arelativelyshortperiod between
theissuingprotocolandbetweerthe completiorprotocol, thesignatue key of TSA
is trustedto authenticaténim (cf Sect.3.4)andthereforehis signatureonaninvalid
Cert(n) canbe usedasan evidencein the court. But the client is responsiblgor
doing it whenthe signaturekey of TSA canstill be trusted. Later, the signature
of TSA maybecomeunreliableandthereforeonly the one-way propertiescanbe
used.

4.4 Verification Algorithm

Let r(n) denotethe round wherenth stampwas issued. Assumethat the veri-
fier possessetvo time-stampedlocumentgHp, , Certmy)) and (Hm,, Cert(ny))
wheremy < mp. Let

le,mz = (£¢(m1) ) £¢(m1)+1a ey Lr(mz)fl)

beatupledefinedby Lyody, (my.my) = (Ltail(my)» Vin,mzs Lheagmy))- ThealgorithmV is
representetly Protocol4.3.
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Protocol 4.3 VerificationwhetherH,, wasstampedeforethanH, was.
INPUT: (Hm,,Cert{my)), (Hm,, Cert(my)).

1. If r(my) < r(my), theverifier obtainsfrom the TSA (or from the nevspaper)
thevaluesvm, m, and L; ().

2. Theverifiercheckavhetherlheagm) U Lm ULi(m) U Lr(m) is internallycon-
sistentfori e 1,2.

3. The verifier verifiesthat the value of £y, in vmn is equalto the value of
Ly(m) in Cert(m) andthatvmy, is consistentwith £ ) _1.

4.5 Audit Protocol

Becauseof the possiblelegal importanceof the stampsissuedby the TSA, there
shouldbe somemechanismnio auditTSA. Oneeasyway to doit is to periodically
askstampdromthe TSA andverify them.If thesestampsarelinkedinconsistently
the TSA canbeprovento beguilty. Also, therehasto beamechanisnfor the TSA
to prove thathe hasnotissueda certainstampS in a certainroundr. This canbe
doneif the TSA presentsll the stampsissuedduring the r-th round, shavs that
Sis not amongthemandthatthe stampfor the r-th round,found by usingthese
stampsandthelinking rules,coincideswith the publishedstamp.

In all the time-stampingsystemsdescribedn this thesis,suchdisavowal pro-
tocol requiresthe TSA to presentall stamps Existenceof atime-stampingystem
with succinct'negative proofs”is animportantopenproblem.
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5 ANTI-MONO TONE SCHEMES

In the currentsectionwe give a constructionof a practicallinking schemewith
logarithmicupperboundto the numberof issuedtime-stamps Describedscheme
basedirectly onthe“binary linking schemesparadigmof Buldas,Laud,Lipmaa
andVillemson[BLLV98].

Definition 6 A simply connectedyraphG = (V, E) is calledanti-monotondinary
(AM graph for short)if (1) Vm, [E~1(m)| < 2;and(2) if k< m<n, (k,n) € E and
(¢,m) € E thenk < £.

As it wasshavn in [BL98], the family of AM graphsis equalto the family of
graphs,constructedecursvely from the singletongraphG = (1,0) by usingthe
anti-monotoneompositioroperator® (Figurel0). Clearly G1® G = F o[G1Gy],
whereF = ({1,2,3},{(1,3),(2,3)}).

|G|
1 G|
|G| -1
Gy G,

Figure10: Anti-monotonecompositionG ;= G; ® Gy.

Definition 7 The anti-monotonescheme(AM schemg [G] is constructedrom
AM graphG by introducingavertex vV andanedge(V, v) for everyvertexve V (G)

(Figure11).
S
S =

G [G

=

Figure11: Constructiorof [G] from G.
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Lemma5.1 Thenext claimsare true.

1. Let G be an AM graph. For any m and n, m < n, there exists an unique
shortesiG-pathfrommto n.

2. If G; and G, are AM graphs,then[[G;] o G, is an AM graph. Moreover,
[[Ga] 0 Go]] = [Ga] o [G2].-

3. Let G be an AM graph, and let my,mp € V(G), my < mp. Let P, be the
uniqueshortestpathfromm to n(G) andlet 2 betheuniqueshortestpath
from1to nmp. Then? N P, # 0.

4. Let[[G4] o [[G2] betheunderlyingAM graph. Thenumberof stampediocu-
mentsper roundis equalto |G| — 1 = [S([Gz])| — 1.

Proof. Weshallprove thefirst claim by inductiononthestructureof graphG. The
base(G = (1,0)) is trivial. Let G = G; ® G,. If m,n€ G; or m,n € Gy, thenthe
claim holdsby theinductionhypothesislf me G1 andn € G,, thenby induction
hypothesighereis anuniqueshortespathfrom mto |G;| andanduniqueshortest
pathfrom |G4| to n. Concatenatiof thosepathsis the uniqueshortespathfrom
mton. O

The secondclaim saysthataccumulatedime-stampingoreseresthe anti-monot-
onicity property

5.1 Concrete Scheme

The next infinite family T, of AM graphsis a slight modificationof the family
definedin [BLLV98]:

1. T; consistf asinglevertex whichis labeledwith thenumberl. This vertex
is boththe souce andthe sinkof thegraphTs.

2. Let T, bealreadyconstructedlts sinkis labeledby 2" — 1. ThegraphT,;1
consistof two copiesof T,, wherethe sink of thefirst copy is linkedto the
sourceof thefirst copy, andan additionalvertex labeledby 21 — 1 which
is linked from the sink of the secondcopy. Labelsof the secondcopy are
increasediy 2" — 1. The souce of T, is equalto the sourceof the first
copy, thesinkof T, 1 is equalto thevertex labeledby 2™ — 1.

Thereafteraddalink from the sink of thefirst copy to all the verticesof the
secondcopy thathave lessthantwo in-goinglinks. Notethatthereis now a
doublelink from the sink of thefirst copy to the sourceof the secondcopy.
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The sequencgT,) definesan countableAM graphwith the verticeslabeledby
naturalnumberswhich containseachgraphT,, asits initial sgment. ThegraphTs

is represente@ly Figurel2.
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Figurel2: The AM graphTs.

Theorem5.2 If n>2and0< a<b< 2"thend(a,b) <3n—5. (Proofis presented
in Sect5.3)

Denoteby ordn thegreatespower of 2 dividing n. In the AM graph(T,,) presented
above, it is reasonabléo enumeratstampsn thelexicographicalorderwith pairs
(m, p), whereO < p < ordmandm> 0. Thenevery vertex (m, p) hasaspredeces-
sorsthe verticesenumeratedvith

(m—2P~Lord(m—2P-1)) | m=2P,
f(m,p) = :
(m— 2P, ord(m—2P)) , otherwise
and
(ma P— 1)5 p> 07
m, p) =
9(m.p) {(m—l,ord(m—l)), p=0.

5.2 Accumulated Anti-Monotone Graphs

In Sect.4 we presentedn outline of atime-stampingsystemthatfulfills our trust
requirementsin the next we shav how to make this systemfeasibleby usingan
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Figure13: The“toy” accumulatedchemé[T,] o [ T3]

AM schemeNamely we take Gy w = [Tn] o [Tm] asanunderlyinggraph,where
(say)N = M = 40 (atoy exampleis representetdy Figure13).

Thus,we candirectly apply Def. 5 to getthe definitionsof head tail, bodyand
Cert{m) for thegraph[[Tn] o [Tm]

Example 1 Lettheunderlyinggraphbe [T,] o [ T3] (Figure 13). Then,

Eheac(lO) := (Ls,Ho,H10) ,

= (H11,Le,H12,Lo,H13) ,
Lheadlg = (L14,H1s,L18,H19) ,

= () (emptystring) .

I—tall 10)

I—tall 19)

By theconstructiorof Ty, lengthof the n-th time certificate

Cert(n) = (na Kheadn)a Etail(n))

doesnot exceed2dy (M) - k bits, wherek is the outputsizeof the hashfunctionH.
It is easyto shaw thatmax, di (n) =~ 2-logm [BL98] andthus

Lemma 5.3 For anyn, |Cert(n)| < 4-kM.

For example,if M = 40andk = 160bitsthen|Cert(n)| < 3200bytes.

By Lem .5.1, if m < n thentail(m) and headn) have a commonelementc
which impliesthatbody(m,n) C tail(m) Uheadn) andthus,by Theorem5.2, that
body(m, n) is of logarithmiclength.Whenr(m) < r(n),

body,(m,n) = (m,... ., &(r(m)),... ,&(r(n)—1),n’,...,n) ,
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Figurel14: Time certificatesn thecaseG = Ts explained.

wherethe numberof §(j)-s is logarithmic due to the fact that the time-stamps
for roundsare linked togetherin a way similar to the linking of all time-stamps
(Figurel13).

Example 2 Let uslook at the Figure 14. Here, the commonelementin tail(16)
andhead?28) is 22

Corollary 5.4 Dueto thesimilarity betweernheverificationandthe stampingpro-

cedue, for an arbitrary pair of stampeddocumentshe numberof stepsexecuted
(and therefore, also the numberof stampsexamined)during a single run of the

verificationprotocolis O(logn).

5.3 Proof of Theorem5.2

In this sectionwe will prove anupperboundfor thelengthof thetime certificates
for thelinking schemadescribedn Sect.5. Let e = 2k_1,i.e. g is thenumberof

thelastvertex of Ty. To simplify the proof we addthe vertex O to the schemeand
link it with all theverticese, i < k. As previously, let d(a, b) denotethelengthof

the shortespathbetweera andb. The equationgd(0,e) = 1, d(ex_1,&) = 2 and
& — & 1 = & 1+ 1 follow immediatelyfrom the definition.

Lemmab5.5 If 0< a< g < bthend(a,b) = d(a,&) +d(e,b). If -1 <a< &
thend(a, &) = d(a,&— 1) +d(ex— 1,&).

The claimsabove follow immediatelyfrom the structuralpropertiesof thelinking
scheme.

Lemmab5.6 If g1 <a<b< e thend(ab) =d(a—e—1,b—e_1).

Proof. Thisfollows from the constructiorof Ty from thetwo copiesof Ty_1. Here
a andb areverticesin thesecondcopy of Ty_; (or thelastvertex of thefirst copy),
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anda— e_1 andb — g, arethe sameverticesin the first copy of Ty_1 (or the
vertex 0). O

Lemma5.7 If 0< a< e thend(0,a) <k.

Proof. Inductiononk.
Base:k=1. Thena=0andd(0,a) =0 < k.
Step:k > 1. Obsere thefollowing cases:

e If 0 <a< g1 thentheinductionassumptiorgivesd(0,a) < k—1 < k.

o If &1 <a< e thend(0,a) =d(0,e 1) +d(ex 1,8 =1+d(0,a—ex 1)
by Lemma5.6. Obsenre thefollowing cases:
—a=¢-—1.Thend(0,a) =1+d(0,a—e&_1) =14+d(0,e_1) =2<k.

—a<e—1 Thend(0,a) =1+d(0,a—e-—1) <1+ (k—1) =kby
inductionassumption.
0

Lemma5.8 If 0 < a< e thend(a,ex) < 2(k—1).

Proof. Inductiononk.

Baseck=1. Thena=1andd(a,e&) =d(1,1) =0=2(k—1).
Step:k > 1. Obsere thefollowing cases:

o If 0<a< e 1thend(ae) =d(a,e1)+d(ec,e) <2(k-2)+2=
2(k— 1) by inductionassumption.

e If g 1 < a< e thenobsenre thefollowing cases:

— a=#¢&. Thend(a,ex) =0< 2(k—1).
— a<e&. Thend(a, &) =d(a,ex—1)+d(ex—1,&x) =d(a—e1,61)+
1 by theLemma5.6. Inductionassumptiomow givesd(a, &) = d(a—

& 1,6 1) +1<2(k—2)+1<2(k—1).
O

Proof. [Theorem5.2] InductiononKk.
Base:k = 3. In this caseonecandirectly verify thatd(a, b) < 4.
Step:k > 3. Obsere thefollowing cases:

e If 0 < a< b< eg._;thentheinductionassumptiorgivesusd(a,b) < 3(k—
1) —5< 3k—5.
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o f0<a<e_; <b<egthend(ab) =d(a e-—1)+d(e-1,b) <2(k—2)+
d(ex—1,b) by theLemmab5.8. Thefollowing casesarepossible:

— b=e. Thend(e-1,b) =2 < k—1.
— b=e—1.Thend(e_1,b) =1 < k—1.

— b< & — 1. Thenthelemmas5.6 and5.7 give
d(ex_1,b) =d(0,b—e 1) <k—1.

Thusd(a,b) <2(k—2) +k—1=3k—-5.
e If g1 <a<b< e thenobserethefollowing cases:

— b=e. Thend(a,b) =d(a,e&) < 2(k— 1) < 3k—5 by Lemma5.8.

— b< e&. Thend(a,b) =d(a—e—1,b—e—1) <3(k—1)+5<3k—-5
by Lemmab.6 andinductionassumption.
0

As [logb] = kiff e—1+1 < b < e+ 1wegetk < [logb] + 1 andthus

d(a,b) < 3[logb] -2 .
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6 OPTIMAL GRAPHS

6.1 Optimal Anti-Monotone Schemes

By Lemmab.1, if the underlyingauthenticatiorgraphG is anti-monotonethen
tail(m) andheadn) have anintersectiorpointfor everymandn, m< n, thatbelong
to the sameround. Therefore anti-monotondinking schemeguaranteghatary
two time certificatesCertm) and Certn) togethercontainsuficient information
for establishinga one-way relationshipbetweerlL, andL,,.

Though,in the caseof the AM schemegT,] (Sect.5.1),the certificatelength
Cert(m) is logarithmicin |S([Ta]])|, the size may still becomesignificantif the
roundsarelarge. Thus,it is alsoimportantto find tightly, not only asymptoticly
optimalgraphs.

As we know (cf page36), the certificatelengthis intimately connectedo the
valuedy (G). BuldasandLaud[BL98] definedanew family Ty of AM graphsthat
hasminimal value of dy (G) over all AM graphs(and hence minimal certificate
lengthsover all AM graphs)asfollows.

Definition 8 LetU; = (1,0) bethesingletongraph.Forn> 1, let

Un = (U1 ®Un_1) ®Un_1) ®Un_1 .

The AM graphUy, is representedly Figure15.

Figurel5: Theoptimalanti-monotoneschemeJ,.

As it wasshavn in [BL98],

1, 1
|Un\—§3 3

anddy (Un) = 3(n—1). Hence,

dPt(Un)_ 3 1
log|Un|  log,3 1+0(1) °
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Ontheotherhand,it wasalsoproven by BuldasandLaud,thatfor ary AM graph
G, if d([G])) = m, then|G| = 3™/3.0(1), andthusthefamily Uy, is tightly optimal
family of AM graphs.

6.2 ThreadedAuthentication Trees

Next we presenanew constructiorof Buldas,LipmaaandSchoenmagrs[BLS99]
that usesthreadedauthenticatiortrees WhenusingMerkle’s authenticatiortree
of depthd, thelengthof atime-certificatdas k- (d + 1). We will proceedby adding
extra edgedo the authenticatiortree suchthat the resultinggraphwill be simply
connectedbut without enlaging the certificates.

Let Vg be the completebinary tree of depthd. We usethe standardexico-
graphicenumeratiorof the vertices,representinghe root by the empty string @,
andtheleft andright predecessorsf a vertex v by SO andsl, wheresis the string
representing. We definethethreadedauthenticatiortreeWy astheauthentication
graphbuilt fromVy = (V,E) by

1. addingavertex * and,for eachs € {0,1}9, addinganedge(x,s),
2. for eachse {0,1}9, addinga vertex s1 anda correspondingdge(sl, s),
3. for eachd, s’ suchthats'1s’ € {0,1}9, addinganedge(s0,51s").

Figurel16: Threadedauthenticationireeof depth3.
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Example 3 (Figure 16) LetH;, i € {0,1}3, be the documentstampediuring the
rth round.Then,

Lheaq2) = (Rr—1,Loo, Ho10) ,
Lai(2) = (Lo, L1) ,
Lheags) = (L-1,Lo,L10,H110) ,

e )—H LO,H(Llo,H(Lllo, L111))) -

Theunion of Cert(2) and Cer{6) containssuficientinformationto computethe
one-waypath

(Rr—1,Lo010,Lo1 = H(Lo10, Lo11), Lo, L110,L11 = H(L110, L111),
L1 =H(L1o,L11),Rr =H(Lo,L1))

andverify its internal consistency O

Hence,while in the caseof AM schemesthe union of two time certificatescon-
tainedthe whole “proof” of one-way dependeng in the currentcasethe proof
itself is not containedn, but canstill be computedfrom the union. Thatis, intu-
itively, themainsourceof theredundang in the AM schemesomparedo thenew
scheme.

Threadecdhuthenticatiorireesaresimply connectedMoreover, for ary mn €
Wy, m< n=d(m,n) < 2d — 1. Thus,theverificationcanbedonevery efficiently.
Moreover, |Certm)| = (K+ 1) log|S(Wy)| + Kk, Ym. It will be provenin Sect.6.3
thatthisis alsothelower bound.

6.3 Optimality of ThreadedAuthentication Trees
Let

ap(G) = vgnsz(;\x) mﬂlnap;p( m) ,
where? rangesover the setof the root paths(m,... .k = n(G)) startingfrom v.
Leth: {0,1}* — {0,1}. Then,|Cert(m)| = log|S(G)| + k- miny ap,(m), andthus
maxy| Cert(m)| = log|S(G)| + k- ap(G).
Thereforeatight lower boundfor ap(G) givesasaresulttight lower boundfor
maxy| Certm)|. Below we prove thatfor a ag/clic digraphG with sink, ap(G) >
log|S(G)|+ 1. ConcretegraphG achieving this boundwaspresentedn Sect.6.2.
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Theorem 6.1 Let G bea acyclicdigraphwith sink. Thenap(G) > log|$(G)| + 1.

Proof. Let G bea agyclic digraphwith sink. We shav in several stepshow to
transformG by local modificationsto a completebinarytreeV,, sothat|S(Vy)| >
|S(G)| andap(Vi) < ap(G).

First step(eliminatingfan-in f > 2). Replaceary vertex with morethantwo
in-comingedgeswith an (almost)balancedvinary tree (Figure17, 1). Let G; be
theresultinggraph.Trivially, |5(G1)| = |S(G)| andap(G1) < ap(G).

Figurel7: TransformingG into the completebinarytree.

Secondstep(eliminatingfan-outsf > 1). Every vertex with fan-out> 1 can
be replicated(Figure 17, 2). We can repeatthe procedureuntil we get a graph
G2 with no internalvertex having fan-out> 1. Trivially, |$(G2)| = |.$(G1)| and
ap(Gy) = ap(Gy).

Third step(replicatingthe sources) Every sourcewith fan-out> 1 canjustbe
replicated(Figure17, 3). Theresultingbinarytree Gz has|S(Gs)| > |$(Gz)| and
ap(Gz) = aFXGz).

Fourth step(making Gz complete). Any internalvertex v € V(Gg) with only
oneproperancestoicanbe deleted(Figure 17, 4). Let theresultinggraphbe Gg.
Trivially, |S(Ga)| = |S(G3)| andap(Ga) = ap(Gs).

Fifth step(balancingthetree). If G4 is not yet a completebinary tree, there
exists a sourcev € V(G,) sothatd(v,n(Ga)) is lessthanthe heightof Gz. We
proceedby addingtwo properancestorgo the tree (Figure17). Let the resulting
graphbe Gs. Trivially, |S(Gs)| > |$(Ga)| andap(Gs) = ap(Ga).

Thusfor ary graphG thereexistsacompletebinarytreeV, suchthat|$ (V)| >
|S(G)| andap(Vn) = ap(G). But |5(Vh)| = 2" andap(V)) = n+ 1, thusfor ary
graphG, ap(G) > ap(Vi) = log|S(Vn)| +1 > log|S(G)|+ 1. O
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TURVALISED JA EFEKTIIVSED
AJATEMPLIS USTEEMID

K okkuvote

Viimastelaastatebnarvutisidedrgud plahwatuslikultkas\anud. Tanuselleleedas-
tatakseelektrooniliselteel ithaenamja enamka dokumentemillel on otsenevoi
kaudnegjuriidiline vaartus.Erinevalt paberdokumendisi ole elektroonilinedoku-
mentiksiheseltseotudandmekandjaganing se@asaabdokumentivabaltkopee-
rida, muutavoi kustutada.Seadusloomseisulohastmangibsuurtrolli dokumen-
tide autentsus:dokumentideomadus,mis seobdokumentiselle loojaga. Elekt-
rondokumentidautentsustagaakskriptograafilisekgrimitiiviks on digitaalsig-
natuur. protseduurmis seabdokumendilgja signeerimis®tmeleturvaliselt vas-
tavusseselle dokumendisignatuuri. Kahjuksei ole digitaalsignatuuiiksindaka-
sutat®, sestpuudubmeetodsigneerimis@tme ja signeerijaisiku seostamiseks.
Muu hulgasvdib naitekssigneerijahiljem vaita, et temavoti oli signeerimishe
kompromiteerunud. Ehkki leiduvad standardmeetodigdtmelompromiteerumi-
sestteatamisekévdtmetihistuseks)onvajaka meetodeidmis vdimaldaksickind-
lalt vaita, et vBtmetihistustoimusennesigneerimist Uldkriiptograafiliseaeltead-
misedon toodudantuddissertatsioonl. peatikis.

Ajatembeldugtime-stampingon organisatoorsetg matemaatilisteneetodite
kogu, mis voimaldabsuhtelistajalist autentimistehkkindlaksteha,milline kahest
esitatuddokumendisbli ajatembeldatudarem. Turvalise ja efektiivse ajatemp-
lisusteemiolemasolwkorral saabsegatdestadaet votmetihistustoimusennekui
signeerimine. Uldistades: on vdimalik tdestadaget elektroonilinedokumentoli
olemasenneajahetie.

Umbeskiimmeaastatagasindudsidkdik teadaolead ajatembeldussteemid
taielikult usaldataa kolmandaosapoole(ajatemplileskuse)olemasolu. Koike,
midatoo osapoolaitis, usuti. 1990.aastahaitasidHaberja Stornettagttaielikult
usaldata kolmasosapoolei ole tingimatavajalik. Nendeleiutatudajatempligis-
teembaseerusn linkimisskeemidele kus hiljem valja antudajatempelon “ihe-
suunaliselt"sdltuv kdigist eelnevalt valjastatudajatemplitest.Haberija Stornetta
skeemi on hiliem muudetudnii turvalisemakskui ka efektivsemaks. Ulevaade
vanematedinkimiskeemidesbn tooduddissertatsioon?. peatikis.

Uuslabimurretuli 1998.aastalkui Buldas,Laud,Lipmaaja Villemsonpoora-
sid artiklis “Time-Stampingwith Binary Linking Schemes’esmakbrdselttahele-
panuseadusloomdsasutataa ajatemplisisteemiurvarbuetele.Sellisessiisteemis
peabolemavdimalik avastadaning kolmandateleosapooleledestadaajatempli-
seneri tehtudvigu. Naidati, et eelnead ajatemplisisteemidei voimaldatdestusi
(ehksertifikaate)efektiivselt esitada Pakuti valja uus,neidtingimusirahulda, nn
binaarsetelinkimisskeemidelpdhines ajatemplisisteem. DissertatsioonB. pea-
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tukk kasitlebajatemplisisteemidelesitataaid ndudeid.4. peatikk kirjeldab neid
ndudeidrahuldaat ajatemplisisteemi.Edasi,5. peatikis on naidatud kuidastoo-
dudajatemplisisteemisaabmuutaefektiivseks.

Pakutudsiisteemion hiljem taiendatud1998.aastd 6pusformaliseerisicdBul-
dasja Laud binaarsetellinkimisskeemidelt ndutud antimonotoonsusemaduse
ning esitasidninimaalsesertifikaadipikkusga antimonotoonsekeemi.1999.aas-
tal naitasid Buldas, Lipmaaja Schoenmadrs, et antimonotoonsuséngimus on
ebavajalik ning esitasuue sisteemi,mis on optimaalnelildisel juhul. 6. peatikk
kasitleb esmaltluhidalt Buldas-Laud’iskeemi ning seefrel keslendub Buldas-
Lipmaa-Schoenmaks’i skeemile.
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